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1>>HIPAAnhews

*** Final Security & TCS Modifications Rules Officially Published;
Understanding Security Rule Requires Assistance ***

The February 20 Federal Register contained the official versions of the final


http://www.hipaadvisory.com/ezcart/

Security and Transaction Modifications Rules. Most covered entities will have
until April 21, 2005 to comply with the Security standards; small health plans
will have an additional year to comply. Covered entities must comply with the
modified transaction standards by October 16, 2003. The final transaction
modifications rule combines two proposed rules published May 31, 2002.

HHS worked extensively with the Designated Standards Maintenance
Organizations (DSMOs) to revise the proposed changes to the standards.

Also appearing in the Feb. 20 Federal Register was a notice reflecting a
change to the organizational structure of CMS by establishing the Office of
HIPAA Standards. Among the Office's duties:

* Provide assistance and guidance, and enforce HIPAA and the
Administrative Simplification Compliance Act (ASCA).

* Work with Federal departments and agencies to adopt clinical
health data standards, and represent CMS and HHS in national
projects supporting the National Health Information
Infrastructure.

* Collaborate with HHS and especially the Office for Civil
Rights (OCR) on HIPAA policy issues.

Meanwhile, both Health Data Management and Information Week are saying
that even though the final HIPAA security rule is simpler than its predecessor
proposed more than four years ago, it is vague enough and lacks
technological specifics to make it difficult for entities to understand whether
they are in compliance.

Read more: http://www.hipaadvisory.com/news/index.cfm#0220privacy

*** URAC Releases Draft HIPAA Privacy Standards for Public Comment ***

URAC recently released a draft set of HIPAA Privacy Accreditation standards
for public comment. When completed later this year, the new program will
enable health care organizations to display a commitment to fair information
practices, and to demonstrate that they have taken the necessary steps to
protect health information privacy in accordance with the HIPAA Privacy Rule.
Comments on the draft standards are due March 12.

Read more: http://www.hipaadvisory.com/news/2003/0210urac.htm

*** Data Security Lacking at States' Agencies ***

The state auditors of Kentucky and Texas found security lacking for
confidential patient files on state computers. In Kentucky, a computer was
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approved for sale and several Texas health and human services agencies
were found to have insufficient security controls, allowing unauthorized
access to information such as medical records and other personal health
data.

Read more, including KY's new policy on Disk Sanitization:
http://www.hipaadvisory.com/news/index.cfm#0211ihb

Want to get your ad read by more than 20,000 HIPAA industry professionals?
Phoenix Health Systems, sponsor of HIPAAdvisory.com, is now offering
advertising space in its two highly regarded and widely read HIPAA
newsletters, HIPAAlert and HIPAAnotes. Our e-newsletters represent an
unmatched opportunity to advertise your products and services to a focused
audience of HIPAA professionals.

For details, see: http://www.hipaadvisory.com/AdvertisingSpecs.htm

2>>HIPAATregs: Feature Article
*** Summary Analysis: The Final HIPAA Security Rule ***
By Tom Grove, Vice President, Phoenix Health Systems

On February 13, 2003, HHS Secretary Tommy Thompson announced the
adoption of the HIPAA Security Final Rule. The final standards were published
in the February 20 Federal Register with an effective date of April 21, 2003.
Most covered entities will have two full years -- until April 21, 2005 -- to
comply with the standards.

The final HIPAA Security Rule has been in development for well over four
years, since HHS published its draft version in August 1998. Did the lengthy
period of comment, controversy and revision lead to very different final
provisions?

Yes... and no. Certainly, an element-by-element comparison shows that most
of the controls described in the draft rule have analogues in the final rule.
However, a closer examination indicates that the rule is significantly
reorganized and revised, reflecting a substantial move away from the
specifics of technology implementation, in favor of emphasizing security
management principles and broad management controls as the primary
vehicles for protecting patient health information (PHI).
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Increased Privacy/Security Synergy

HHS' initial drafts of the HIPAA Security and Privacy Rules were published
within a few months of each other, but close timing did not ensure that the
two rules were aligned either in terminology or approach. The publication and
later modification of the final Privacy rule only served to widen the gap. A
stated goal of the final Security Rule (and a reason given for its publication
delays) was to create greater coordination between the two -- a clear
acknowledgement that the concepts of security and privacy are inextricably
linked.

The most dramatic change in this realignment is a change in scope of the
final Security Rule. The proposed Rule broadly proposed to cover all
electronic health information pertaining to individuals. The final rule is more
consistent with the Privacy Rule in that it covers "protected health
information" (PHI) and, in fact, limits its scope only to protected health
information that is in electronic form. However, note that this refinement
doesn't eliminate the requirement for security on non-electronic PHI, since
the HIPAA Privacy Rule (164.530(c)) still requires appropriate security for all
PHI, regardless of its format.

Other significant changes that improve the compatibility of the Security and
Privacy Rules are refinements in terminology. The new Security rule adopts
many definitions used in the Privacy rule, thereby eliminating confusing
inconsistencies of the past. At least six terms were removed from the
Privacy-specific Sections 164.501 and 164.504 and placed in a new Section
164.103 that applies to both final rules: "Plan Sponsor," "Protected Health
Information," "Common Control," "Common Ownership," "Health Care
Component," and "Hybrid Entity." Covered entities that have cross-
referenced the definitions by rule section as part of their HIPAA
implementation efforts will need to update references to these terms.

A Workable, Management-Based Approach

When HHS published the proposed Security Rule, it solicited comments
regarding the level of detail expressed in the rule. Numerous commenters
noted that the Security standards should not be overly prescriptive because
the speed with which technology is evolving could make specific
requirements obsolete and deter technological progress. HHS responded by
stating that standards should be defined in generic terms and should be
scalable, flexible, and generally addressable through various approaches or
technologies. The result is that the final rule offers more high-level guidance,
providing what is essentially a model for information security, with less
specific guidance on how to implement the model. HHS has promised more
specifics in future guidance documents, but has left the rule "focused more
on what needs to be done and less on how it should be accomplished."



In keeping with this results-based approach, the rule has heightened
emphasis on internal risk analysis and risk management as the core
elements of the security management process. In addition, cost of security
measures has been included as a significant factor to be considered in
security decisions. This emphasis will be of particular benefit to small and
rural providers, but comes with a significant caution; HHS makes clear in the
preamble that cost factors may not be used to free covered entities from the
responsibility of implementing adequate security.

Further evidence of the transition toward a broader, management-based rule
is seen in HHS' approach to implementation specifications. The majority of
the Security standards incorporate implementation specifications, to better
describe the actions that should be taken to ensure compliance with the
standards. Only 13 of these implementation specifications are required; the
majority of the specifications are termed "addressable." Addressable
specifications represent approaches to meeting specific standards, any of
which may not be relevant to the covered entity's environment. For example,
the Rule requires training on security issues for the workforce, but identifies
training in password management as an "addressable" specification. In an
environment where biometric technology is used to control system access,
password training would be irrelevant, and not required.

The decision about the reasonable and appropriate nature of an addressable
specification rests on the covered entity and is based on its overall technical
environment and security framework. This decision may rely on a variety of
factors, including the results of a risk analysis, measures already in place,
and the cost of implementing new measures. Based on the results of this
decision process, the covered entity may choose one of three options:

1. implement the specification;

2. implement an alternative security measure to accomplish the
purposes of the standard; or

3. not implement anything if the specification is not reasonable
and appropriate AND the standard can still be met.

General Rule Provisions

Section 164.306, the statement of the general Rule, requires covered entities
to:

* Ensure the confidentiality, integrity, and availability of all
electronic protected health information (EPHI) the covered
entity creates, receives, maintains, or transmits;

* Protect against any reasonably anticipated threats or hazards



to the security or integrity of such information;

* Protect against any reasonably anticipated uses or disclosures
of such information that are not permitted or required by the
Privacy Rule; and

* Ensure compliance by its workforce.

The balance of Section 164.306 expands upon the relationships, as
summarized above, between these essential standards and addressable and
required implementation specifications.

The remainder of the final Security Rule contains the standards and
specifications required to implement the general rule.

Administrative Safeguards

Reinforcing the Security Rule's central focus on security management, the
detailed sections of the rule begin with Section 164.308, Administrative
Safeguards. Section 164.308 focuses on the security management process -
the policies and procedures designed to prevent, detect, contain, and correct
security violations. This standard contains four required implementation
specifications: risk analysis, risk management, sanction policy, and
information system activity review. The requirement to assign security
responsibility has been moved to this section from Physical Security (where it
resided in the draft rule); the preamble now clarifies that a single individual
must bear this responsibility. This section also includes:

* Several workforce security provisions, including addressable
specifications for authorization and/or supervision, workforce
clearance procedures, and termination procedures.

* Clarification of requirements and restrictions on the
workforce and other users of EPHI by requiring information
access management controls, including addressable standards
for access authorization, establishment and modification.

* The required specification that clearinghouses that are part
of larger organizations must implement policies and procedures
to protect the clearinghouse's EPHI from unauthorized access
by the larger organization.

* Security training and awareness requirements for the
workforce, including addressable specifications to address
security reminders, malicious software procedures, user
monitoring of log-in attempts, and password management.



* Two additional standards which focus on the organization's
planning and response to undesired events. They are:

1. A requirement for policies and procedures that address
security incidents, including the required specification,
response and reporting. This specification calls for
covered entities to identify and respond to suspected
or known security incidents; mitigate, to the extent
practicable, harmful effects of security incidents that
are known to the covered entity; and document security
incidents and their outcomes, and

2. A requirement that covered entities protect the
availability of EPHI by establishing a contingency plan.
Required implementation specifications for the contingency
plan include the presence of a data backup plan, a
disaster recovery plan, and an emergency mode operation
plan. Testing and revision procedures and applications
and data criticality analysis are included as addressable
specifications.

* Periodic technical and non-technical evaluation of the
organization's compliance with the Security rule. The term
"evaluation" in the final rule replaces "certification"
required in the draft Security Rule. HHS responded to
criticisms of this original requirement by replacing it
with a mandate to "periodically conduct an evaluation...to
demonstrate and document...compliance with the entity's
security policy and the [Security Rule] requirements.
Covered entities must assess the need for a new evaluation
based on changes to their security environment since their
last evaluation."

* Language permitting the use of business associates to create,
receive, maintain, or transmit EPHI on the covered entity's
behalf with the appropriate contractual language described
later in the Rule.

Physical Safeguards

Like the draft rule, Section 164.310 of the final Rule requires Physical
Safeguards to protect EPHI from unauthorized disclosure, modification, or
destruction. This section includes standards for:

* Facility access controls, with addressable specifications that
clarify that the standard applies to both normal and
contingency operations. They further provide for access



control and validation procedures (staff and visitors) and for
the collection of appropriate maintenance records for the
physical components of a facility that are related to security
(such as hardware, walls, doors, and locks).

* Standards for proper workstation use and physical security of
workstations that access EPHI.

* Standards for device and media controls -- policies and
procedures that control receipt, movement, and removal of
hardware and electronic media that contain EPHI. Required
elements include disposal policies and procedures to address
the final disposition of EPHI, and/or the hardware or
electronic media on which it is stored, and media re-use
procedures to remove EPHI before the reuse of media.
Addressable aspects of this standard include accountability
(a record of the movements of hardware and electronic media
and any person responsible), and data backup and storage.

Technical Safeguards

Section 164.312, Technical Safeguards, contains provisions extracted from
two sections of the proposed rule: Technical Security Services and Technical
Security Mechanisms. Covered entities must implement:

* Technical policies and procedures for access control on
systems that maintain EPHI. These systems must allow for
unique user identification and include an emergency access
procedure for obtaining necessary EPHI during an emergency.
Addressable specifications include automatic logoff and
encryption and decryption, which is defined as a mechanism to
encrypt and decrypt EPHI.

* Transmission security, including two addressable
specifications:

1. Integrity controls -- security measures to ensure that
electronically-transmitted PHI is not improperly
modified without detection until disposed of, and

2. Encryption. Designation of encryption as an addressable
specification is a key departure from the proposed rule,
which explicitly required encryption when using open
networks. Covered entities now must determine how to
protect EPHI "in @ manner commensurate with the
associated risk." Covered entities are encouraged in
the Rule's preamble to consider use of encryption



technology for transmitting EPHI, particularly over the
Internet. The key reasons cited by HHS for this change
are the cost burden for small providers and the current
lack of a simple and interoperable solution for email
encryption.

* Hardware, software, and/or procedural methods for providing
audit controls.

* Policies and procedures to protect EPHI from improper
alteration or destruction to ensure data integrity. This
integrity standard is coupled with one addressable
implementation specification for a mechanism to corroborate
that EPHI has not been altered or destroyed in an
unauthorized manner.

* Person or entity authentication, which requires the covered
entity to implement procedures that verify that a person
or entity seeking access to EPHI is the one claimed to be
doing so.

Business Associate Contracts

The proposed Security Rule required a "chain of trust partner agreement"
between parties exchanging data electronically. In keeping with the goal of
aligning Privacy and Security requirements, Section 164.314 of the final
Security Rule requires a Business Associate agreement, which is already
required by the Privacy Rule. For relationships where a third party is used to
create, receive, maintain or transmit EPHI on the covered entity's behalf, the
Security Rule requires the business associate to:

* Implement administrative, physical and technical safeguards
that reasonably and appropriately protect the confidentiality,
integrity and availability of the covered entity's EPHI;

* Ensure that its agents and subcontractors to whom it provides
EPHI meet the same standard;

* Report to the covered entity any security incident of which
it becomes aware; and

* Ensure that the contract authorizes termination if the
business associate has violated a material term.

The Security Rule adopts the Privacy Rule's exceptions to the agreement
requirement for disclosures to providers for treatment, exchanges of
information between government entities, and exchanges between group



health plans and their sponsors. However, it does not adopt the Privacy
Rule's exception for covered entities participating in an organized health care
arrangement (OHCA). It is not clear if this is a deliberate or inadvertent
omission.

This section also applies the Security Rule provisions to affiliated entities,
hybrid entities and group health plans, again increasing the new Rule's
compatibility with Privacy Rule provisions for these entities.

Policies, Procedures and Documentation

Section 164.316 requires covered entities to implement reasonable and
appropriate policies and procedures to comply with the standards,
implementation specifications, or other requirements of the Security Rule. A
covered entity may change its policies and procedures at any time. The
section also requires covered entities to maintain the policies and procedures
and any other required action, activity or assessment in written form (which
may be electronic). Three required implementation specifications complete
this standard, requiring that the covered entity must:

1. Maintain the documentation for six years from the date of its
creation or the date when it last was in effect, whichever
is later;

2. Make the documentation available to those persons responsible
for implementing the procedures to which the documentation
pertains; and

3. Review documentation periodically, and update as needed, in
response to environmental or operational changes affecting
the security of the electronic protected health information.

The Bottom Line

The final Security Rule is, overall, a welcome revision to the proposed
provisions. It clearly outlines a realistic model for security management that
is broadly flexible across the healthcare industry. However, covered entities
should not take the flexibility provisions of the rule as a reason to ignore the
technological side of security. HHS has clearly stated its position that this
flexibility does not extend to non-compliance; appropriate technical measures
will be needed to implement many of the Rule's provisions. The standard
requiring periodic evaluation stresses that technical measures must be
included part of the mandated evaluation.

A further caution: covered entities would be wise not to underestimate the
effort involved in complying with the improved Security requirements, or



their liability for security results or lack thereof. The new Rule replaces a
relatively "black and white" menu of specified actions with results-based
expectations requiring enterprise-wide vigilance and judicious decisions
about security through constantly changing circumstances. Implementation
of a security management methodology where none has previously existed is
a significant process that may require a period of one to two years to
conceptualize and implement, followed by continuous monitoring and
indefinite updating. Further still, each covered entity's security program will
be subject to federal scrutiny of the entity's well-documented rationale.

The first step in implementing the final Security Rule is to become familiar
with each of its provisions, as written in the official text. Begin now, by going
to:

http://www.hipaadvisory.com/regs/finalsecurity/index.htm

Tom Grove, Vice President, Phoenix Health Systems, has extensive
experience managing HIPAA security and privacy projects for both for large,
multi-entity healthcare systems and smaller provider organizations. Tom has
published numerous papers on HIPAA compliance, has testified on HIPAA
issues at NCVHS hearings, and is a frequent speaker at industry conferences.
Tom is a senior member of Phoenix Health Systems' HIPAA Solutions Team.

3>>HIPAATregs: Feature Article

*** Summary: Modifications to Standards for Electronic
Transactions and Code Sets ***

By Amanda Dorsey, Director, Phoenix Health Systems

On February 13, 2003, HHS Secretary Tommy Thompson announced the
adoption of Modifications to Standards for Electronic Transactions and Code
Sets, a HIPAA regulatory update that was published in the Federal Register
on February 20, 2003. The modifications represent the latest in a series of
federal electronic data interchange standards that address a central objective
of HIPAA - healthcare administrative simplification. The timeline below offers
a recap of the progress of these regulatory developments, beginning with
their inception in 1998.

TCS Timeline to Date:

* May 7, 1998 -- Proposed rule for Standards for Electronic
Transactions and Code Sets (TCS) was published in the Federal
Register.
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* August 17, 2000 -- Final rule for Standards for Electronic
Transactions and Code Sets was issued by the Secretary of
HHS. The rule provided for national standardization of the
most common healthcare transactions and several code sets.
The compliance deadline was set for October, 2002.

* January 3, 2001 -- The Administrative Simplification
Compliance Act (ASCA) was passed by Congress, providing
for an extension of the TCS compliance deadline until
October 16, 2003 for covered entities that filed a
compliance plan with CMS by October 16, 2002.

* May 31, 2002 -- Two proposed rules, CMS-0003-P and CMS-0005-P,
were published in the Federal Register. The two proposed
rules recommended that CMS adopt modifications to certain
transaction standards.

More specifically, CMS-0003-P proposed modifications to the
current electronic data interchange (EDI) standards for retail
pharmacy transactions. It also proposed a repeal of the
designation of National Drug Codes (NDCs) as the standard
medical data code set for reporting drugs and biologics on
non-retail pharmacy standard transactions. CMS-0005-P
addressed technical changes to certain implementation
specifications for the transaction standards. Because of
numerous inconsistencies and unanswered questions,
implementation of industry-wide EDI standards would have
been frustrating at best, without incorporation of many of
the suggested changes.

* February 13, 2003 -- HHS Secretary Tommy Thompson announces
final rule on CMS-0003 and CMS-0005.

The TCS Modifications

CMS received over 300 public comments in response to the May 31, 2002
publication of the proposed modifications. The comments came from a
variety of sources, including healthcare associations and societies, health
plans, Desighated Standards Maintenance Organizations (DSMOs), healthcare
providers, Federal health plans, and private individuals. In the proposed rule,
groups that define content of the transactions (called Data Content
Committees or DCCs) collaborated with Standards Development
Organizations (SDOs) to determine the global business need and the
appropriate model, structure and syntax for each transaction. Both groups
(SDOs and DCCs) allowed comments from the public at any time via their
web sites in order to foster an environment of open participation and



discussion.

So what's new in the February 13th final rule? Readers who are involved in
their organization's implementation of the EDI standards or
inpatient/outpatient billing processes may find the content of the final rule
somewhat familiar since most of the final rule is what was already proposed
in the May 31, 2002 draft rule. For those covered entities that have already
begun testing the standard EDI transactions with their payers, the following
bullets list some of the adopted changes that may affect your department:

* The NDC was repealed as the standard medical data code set
for reporting drugs and biologics in all non-retail
(i.e., institutional and professional) pharmacy transactions.

* The proposed addenda to the WPC Implementation guides were
adopted after extensive discussions with DSMOs. These addenda
proposed very detailed recommendations at the data-element
level and are meant to "fill in the blanks" left in some of
the implementation guides.

* For retail pharmacy transactions:

o The National Council for Prescription Drug Programs
(NCPDP) Batch Version 1.1 was adopted to support the
Telecommunications Version 5.1.

0 The Accredited Standards Committee (ASC) X12N 835 was
adopted as the standard for payment and remittance
advice, and the NCPDP Telecommunications Version 5.1
and NCPDP Batch Version 1.1 Implementation Guides as
the standard for the referral certification and
authorization transaction.

o The NDC code set will continue to be used for the
reporting of drugs and biologics.

* Two modified standards (premium payments and coordination
of benefits) that were not included in the proposed rules
were adopted. The modifications provide explanatory guidance.

* The effective date of the final rule is 30 days after the
Federal Register publication date of February 20, 2003 --
or March 22, 2003. Covered entities that have submitted
timely compliance plans (in accordance with ASCA) must be
in compliance with the TCS Rule, as amended by the
modifications, no later than October 16, 2003. (Small health
plans are provided an additional year for compliance.)



The Bottom Line

In general, the final modifications did not contain any unexpected or
surprising changes, for which most HIPAA-watchers will be grateful. The new
rule did, however, include some significant commentary on the issue of
deadlines for testing and implementing the standard transactions. CMS
acknowledged that the modifications adopted as a result of CMS-0003-P and
CMS-0005-P are necessary for transactions to be conducted in standard
form. CMS also acknowledged that its delay in finalizing the modifications has
created a situation in which covered entities who did not apply for the ASCA
extension could not possibly have complied with the TCS standards by the
original compliance date of October 16, 2002. Consequently, CMS stated that
it "will not invoke [its] authority to penalize noncompliance with standards
that [its] own delay...has made infeasible."

Further, CMS announced two related decisions. It is affording covered
entities who are already obliged to comply with the TCS standards (those
who did not apply for the ASCA extension) the opportunity to comply with
either the unmodified transaction standards or the modified standards during
this interim one-year extension period. And, CMS will "take into account the
numerous obstacles" and will work with covered entities through corrective
action plans, rather than penalize their noncompliance.

Finally, CMS noted that it believes that there is sufficient time between the
publication date of the TCS modifications and the ASCA April 2003 testing
deadline for covered entities to meet that deadline. Similarly, CMS has noted
that there is sufficient time for covered entities to meet the October 16, 2003
compliance deadline provided under ASCA.

Regardless of your approach to compliance, it is critical that you contact all of
your trading partners immediately for the purpose of addressing application
of the TCS modifications, if you have not already done so. CMS is on the
record in its position that the effort involved in implementing the adopted
TCS modifications should not prevent any covered entity that makes a
reasonable effort from achieving on-time compliance. The October 16, 2003
deadline still stands and CMS states very clearly that it has no jurisdiction to
extend the compliance deadline again.

The process for arriving at this final rule speaks volumes to the value of
industry collaboration and open communication; and perhaps even more so
to the role standards can and will play in our industry in the coming years.
By allowing cross-industry input from large corporations, professional
organizations and individuals, the healthcare industry is now much better
positioned to take advantage of the opportunities presented by EDI.

Read the final rule at:
http://www.hipaadvisory.com/regs/finaltransmod/index.htm
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Amanda Dorsey, Director, Phoenix Health Systems, delivers HIPAA consulting
solutions to hospital clients and physician practices. Phoenix is expert in
HIPAA change management, strategic planning, and procurement,
implementation and integration of state-of-the-art health care information
technology.

HIPAAlert Special Editions are published when appropriate, to provide timely
reports of significant HIPAA developments. For more news and related
information, visit http://www.HIPAAdvisory.com!
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